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National Aeronautics and Space Administration 1804.470–4 

policy updates in the form of NASA In-
formation Technology Requirements 
(NITR). IT services must be performed 
in accordance with these policies and 
procedures. 

[72 FR 26561, May 10, 2007] 

1804.470–3 IT security requirements. 

(a) These IT security requirements 
cover all NASA awards in which IT 
plays a role in the provisioning of serv-
ices or products (e.g., research and de-
velopment, engineering, manufac-
turing, IT outsourcing, human re-
sources, and finance) that support 
NASA in meeting its institutional and 
mission objectives. These requirements 
are applicable when a contractor or 
subcontractor must obtain physical or 
electronic access beyond that granted 
the general public to NASA’s computer 
systems, networks, or IT infrastruc-
ture. These requirements are applica-
ble when NASA information is gen-
erated, stored, processed, or exchanged 
with NASA or on behalf of NASA by a 
contractor or subcontractor, regardless 
of whether the information resides on a 
NASA or a contractor/subcontractor’s 
information system. 

(b) The Applicable Documents List 
(ADL) should consist of all NASA 
Agency-level IT Security and Center IT 
Security Policies applicable to the con-
tract. Documents listed in the ADL as 
well as applicable Federal IT Security 
Policies are available at the NASA IT 
Security Policy Web site at: http:// 

www.nasa.gov/offices/ocio/itsecurity/ 
index.html. 

[76 FR 4080, Jan. 24, 2011] 

1804.470–4 Contract clause. 
(a) Insert the clause at 1852.204–76, 

Security Requirements for Unclassified 
Information Technology Resources, in 
all solicitations and awards when con-
tract performance requires contractors 
to— 

(1) Have physical or electronic access 
to NASA’s computer systems, net-
works, or IT infrastructure; or 

(2) Use information systems to gen-
erate, store, process, or exchange data 
with NASA or on behalf of NASA, re-
gardless of whether the data resides on 
a NASA or a contractor’s information 
system. 

(b) Parts of the clause and referenced 
ADL may be waived by the contracting 
officer if the contractor’s ongoing IT 
security program meets or exceeds the 
requirements of NASA Procedural Re-
quirements (NPR) 2810.1 in effect at 
time of award. The current version of 
NPR 2810.1 is referenced in the ADL. 
The contractor shall submit a written 
waiver request to the Contracting Offi-
cer within 30 days of award. The waiver 
request will be reviewed by the Center 
IT Security Manager. If approved, the 
Contractor Officer will notify the con-
tractor, by contract modification, 
which parts of the clause or provisions 
of the ADL are waived. 

[76 FR 4080, Jan. 24, 2011] 

VerDate Sep<11>2014 10:31 Nov 25, 2014 Jkt 232217 PO 00000 Frm 00197 Fmt 8010 Sfmt 8010 Q:\48\48V6.TXT 31


		Superintendent of Documents
	2015-08-25T13:38:17-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




